HEALTH INFORMATION MANAGEMENT – RESIDENT INFORMATION PRIVACY PROTECTION

Effective Date: March 2014
Policy:
To assure that all resident-identifiable information maintained by the facility shall be confidential and disclosed only to authorized individuals.

Policy Specifications:

1. Resident record information will be made available only to legitimate requestors, those individuals/parties, both inside and external to the facility having an authorized need-to-know.

2. Resident record information will be used only by personnel as needed to carry out functions within the facility.  A staff member’s position in the organizational structure of the facility shall not entitle this individual to unrestricted access to resident-identifiable information. 

3. Authorized personnel will be those staff members with a demonstrable need-to-know, as evidenced by relationship of this information to the accomplishment of functional responsibilities within the facility.  
4. Accessing any EMR data from off-site locations is prohibited. On very rare circumstances approval may be granted with approval of the CEO of Extended Care or Extended Care VP of Clinical Operations.  This approval will have time restrictions, location and internet security provisions.   
5. Legitimate internal purposes shall include resident care, quality assurance, and internal administrative tasks:

· Resident Care:

a). only health care professionals directly involved in the care of an individual resident will have access to that resident’s clinical record including but not limited to:

1). Attending physician or his authorized agent;

2). Medical consultant (i.e. dentist, podiatrist, mental health specialists);

3). Medical Director;

4). Pharmacist;

5). Social Services personnel;

6). Recreational Services personnel;

7). Dietary Services personnel;

8). Rehabilitative Services Therapists (i.e. Physical Therapy, Occupational Therapy; Speech Therapy);

9). Assigned Nursing Service personnel;

10). Resident Care Service Department Consultants
11. Regulatory Authority  

· Quality Assurance:

a). facility committees/subcommittees can access resident clinical records in conjunction with the exercise of their functions.

b). committee/subcommittees whose duties include the analysis of resident care practices within the facility and/or the review of the record-keeping practices of that care will be permitted to request access to resident-identifiable information;

c). representatives of the facility’s ownership will also be permitted to access resident clinical records in conjunction with corporate quality assurance procedures;

d). reports of committee/subcommittee findings will contain no resident –identifiable information.

· Internal Administrative Tasks:

a). facility staff members who must use resident-identifiable information to accomplish position duties can be permitted to access resident records for statistical, educational or management purposes, including but not limited to:

1). Administrator;

2). Medical Director;

3). Director of Nursing;

4). Resident Accounts Manager;

5). Ancillary Service Department Consultants;

6). Health Information Management Service personnel.

b). use of resident-identifiable information for legitimate business purposes will not require specific written authorization from the resident, however, the facility will specifically inform responsible staff members of the rules and regulations governing the use of such information, including the principles of confidentiality.

c). the qualified health information management practitioner should monitor the use of data by internal requestors to assure valid use and propriety.

d). staff development programs should periodically emphasize the need for confidential treatment of resident information and the measures to be taken for violation of information usage rules.

e). evidence of staff training will be maintained in each employee personnel file.

f). resident-identifiable information maintained in ancillary resident care service departments will be confidential and disclosed only to authorized parties; resident care service department directors/consultants will be responsible for the security of such information including instruction of departmental staff in access rights and disclosure procedures;
g). secondary resident-identifiable records housed anywhere in the facility will be protected by security controls and procedures.

     4.   Resident records will not be removed from the facility unless in response to a bona

           fide court order.

5. Information from resident records will not be disclosed to requestors external to the facility without the resident’s authorization except in the instance of direct transfer to another health care institution or as required by law.
6. A valid authorization must contain:

· name and address of the resident;

· name and address of the facility; 

· the person/organization to which the disclosure is to be made;

· a statement that the request may be revoked by the resident;

· the specific information requested;

· the date of the request;

· the signature of the resident or one authorized to sign in lieu of the resident.

· In the instance of an insurance company, a valid authorization need only contain the name of the insured, the date the consent is granted, the name of the company to which the consent is given to receive information, and the general nature of the information which may be secured by use of the authorization provided.

7. Authorizations executed more than sixty (60) days before the date of the request will not be honored, except in the instance of written consent granted to an insurance company which may be used for one to two years after the consent was signed as dictated by the company involved.

8. Authorizations for the disclosure of information must be signed by the resident except in those instances where statutory provisions provide otherwise, such as in minority and incompetence.

9. The facility will limit disclosure to only the specific information necessary to accomplish the purpose for which disclosure is made. 

10. Disclosures pursuant to statute will be limited to the information defined by law.

11. Facsimile transmission of resident information will only be permitted under the specific circumstances determined by the qualified health information management practitioner.

12. Resident information will be made available to appropriate representatives of state licensure and regulatory bodies, but only to the extent necessary to permit the performance of their duties, contingent upon presentation of appropriate identification and credentials. 
13. The resident will have the right to access their records through inspection, upon written or oral request, in accordance with applicable Federal and state requirements.

14. Record copies will be furnished upon receipt of a written or oral request, and reception of the costs of copy preparation as defined by applicable State requirements.  The facility will provide such copies, upon reasonable notice, which shall not be more than 48 hours.

15. If it has been reasonably determined that the information requested by the resident is detrimental to the physical or mental health of that resident, or is likely to cause the resident to harm himself or another, the information may be withheld in the presence of physician documentation of the reasons for determining that such disclosure is contraindicated.

16. Any special situation requiring handling in a manner not discussed in this policy due to exceptional circumstances should be referred to the facility Administrator.  The qualified health information management consultant and/or facility Legal Counsel should be consulted to assist in access determination.

